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Abstract 

In recent years, we have seen a range of technological revolutions, including the shift from 
the analog world to the digital world as well as the transition from centralized wired solutions to 
ubiquitous dispersed wireless solutions. One of these shifts is the transition away from the analog 
world and toward the digital one. In particular, the creation of small-scale and open standard stacks, 
as well as the introduction of low-cost and low-power transceivers, have paved the way for the 
development of wireless sensor networks (WSNs). The use of these networks has been swiftly 
adopted by a wide variety of monitoring applications, including those used in homes and offices 
as well as industrial monitoring applications. The adoption of cloud services, which are hardware 
and software frameworks that are flexible and powerful and that can provide computing as a 
service, has the potential to make it possible to successfully control the very large amount of 
information that is created as a result of this process. There is a great deal of versatility in the 
applications that can be found for wireless sensor networks. These applications may be improved 
even further by establishing a connection between their local wireless sensor network and the 
internet. Examined as well are the technologies that are used in the Internet of Things (IoT), as 
well as the many communication levels that comprise the IoT and the operation of each of these 
layers. Based on the results, it seems that Internet of Things devices may be susceptible to a wide 
variety of software and hardware vulnerabilities in addition to the difficulties that are inherently 
associated with the IoT. The finished product has shown that it is a reliable, useable, and scalable 
system. Following the completion of this study and the proposal of a new framework for WSN 
integration with the paradigm of cloud computing, the current WSN will be linked to the 
recommended framework. IaaS, PaaS, and SaaS are the three deployment layers that are deployed 
to serve customer requests, whether they come from the library or elsewhere. The integration 
controller unit, which links the technology of cloud computing to the sensor network, is a 
component of the design that is suggested. This technology has several desirable characteristics, 
including flexibility, availability, and dependability. The Internet of Simple sensors enables 
Internet of Things devices to process and automate a wide variety of laborious chores that may be 
found in the home and business.  
 Keywords: Wireless Sensor Networks, Internet of Things, Layers, Cloud Services 
 

1. Introduction 

We are living in the age of the Internet of Things, in which billions of connected devices 
are producing data at a rate that is only going to accelerate. The information that may be extracted 
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from these datasets gives people, businesses, organizations, and governments an advantage in their 
respective fields. In recent years, wireless sensor networks, often known as networks composed of 
intelligent Internet of Things (IoT), have emerged as a field of research that is seeing rapid 
expansion. These networks are often used to collect sensor data, which is beneficial for a variety 
of objectives including environmental monitoring, the identification of health anomalies in patients 
for commercial purposes, border security, and other similar endeavors. Traditional security 
approaches are often more expensive in terms of the amount of energy they use as well as the costs 
associated with their administration when applied to the internet of things. The majority of security 
systems tend to have a centralized command and control structure in the event of an attack. As a 
consequence of their complexity, high traffic levels, and reliance on a single point of failure, they 
are not suitable for use in devices that make use of distributed networks [1]. 

One of the up-and-coming technologies in the field of telecommunications is called the 
Internet of Things, or IoT for short. This technology makes it possible for network-enabled items 
to get access to the pervasive environment ubiquitously. This technology largely consists of 
various items, objects, vehicles, and sensors to transfer information from one or more devices that 
are connected to the network. As a consequence of this, it is especially useful for communication 
between people, machines, and other individuals who are in the nearby area. Users are continually 
passing data back and forth with one another. The Internet of Things (IoT) is often conceptualized 
as a collection of networks that are composed of physical objects or things that include electronics, 
software, sensor technology, and network connectivity in their design. Because of this, the devices 
can collect and deliver data as required. This concept is also known as the Internet of Everything 
because it collects and transmits data via the use of networked devices that include processors, 
sensors, and other hardware specifically built for communication (IoE). In addition to being well 
known for its particular manner, it is also known as a "smart device," which refers to a system in 
which different pieces of equipment would communicate with one another and provide data to be 
processed [2].  
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Figure 1: Cloud-based architecture 

 
 

The Internet of Things is currently plagued by several challenges, including the 
exploitation of IoT devices, the infiltration of data and information, the fusion of information, the 
occurrence of errors as a result of spatial and temporal complexity, inefficient infrastructure, and 
inefficient data collection. According to recent reports, the Wireless Sensor Network is now the 
most popular piece of technology (WSN). A collection of embedded devices that are used for 
communication and that acquire the required data from a variety of monitored fields via the usage 
of wireless networks might be one way to define it. It consists of clusters that are physically 
isolated from one another and are equipped with the appropriate sensors for assessing consistency, 
monitoring, and recording environmental parameters such as temperature, sound, and wind, among 
other things. The connections between the nodes are made possible by a collection of wireless 
Ethernet gateway nodes. The primary advantage of wireless sensor networks is that they may be 
used instead of wired technologies. The majority of its communication with the world around it is 
accomplished via the use of wireless technologies. By using this technology, we can circumvent 
the challenges that are often connected with wired systems and make it possible for the network 
to function decentralized [3]. 

The Internet of Things (IoT) is a network of embedded items that each have their own 
unique identities and have the necessary embedded software for transient state transmission. The 
purpose of this research is to investigate certain concerns about the Internet of Things security that 
are connected to the standards and protocols that are already in use. In the course of our 
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investigation, we have offered a comprehensive analysis that places primary emphasis on the 
looming safety concerns connected to the Internet of Things (IoT). This study involves the 
identification of dangers associated with the current system for the internet of things (IoT), as well 
as novel security protocols and security efforts that have been offered in recent years. This research 
improves the Internet of Things architecture that is included in the protocols and standards that are 
suggested for the future generation of IoT systems. A comparison of protocols, standards, and 
suggested security models is presented here in light of the requirements for protecting the Internet 
of Things (IoT). The results of the study might be helpful to the IoT research community by 
integrating the most effective security measures for devices that are based on IoT. A centralized 
technique for solving measurement problems, in which several analog sensors were coupled to a 
single acquisition and processing system, has been superseded with a distributed approach to 
finding answers to measurement problems. This strategy involves distributing the "smartness" of 
the network over the whole of the network itself. In the second case, in addition to the measurement 
readouts, it is also feasible to have remote access to auxiliary data, such as diagnostic information. 
Even though the bus-based digital transmission has cut down on the quantity of cabling that is 
required, completely doing away with wires is still the most advanced solution in terms of both 
the cost of installation and the ease of troubleshooting. This article begins with a brief introduction 
to wireless sensor networks (WSNs) and then moves on to examine cloud computing services and 
the many ways in which they may be used with WSNs [4]. 

Computing in the cloud is one of the technologies that is undergoing rapid development. 
Cloud computing allows users to access data collection using specialized hardware and software 
from any place and at any time. A process that makes use of both software and hardware 
requirements is used to carry out the task of service delivery over the network. With the assistance 
of this technology, we can access files and run applications while we are in the presence of a 
ubiquitous environment. When it comes to storing, managing, and processing data, the method of 
using a network of remote servers that are located on the internet rather than a local server or 
personal computer is known as cloud computing. The techniques of cloud deployment that are 
detailed here are the most common ones employed by cloud computing technology. The 
combination of cloud computing with sensor networks is the appropriate answer to the problem of 
the limited processing capability of sensors. This will allow for an increase in the lifetime of sensor 
networks, as well as the storage and analysis of the data that has been acquired. The most typical 
location for storing data is in several databases, some of which may be hosted on cloud 
infrastructure. The topic of which database is most suitable for storing sensor data is one that we 
battle with often. In this study, the characteristics of the sensory data as well as the specific 
requirements for their storage and processing are analyzed. Additionally, a block diagram of the 
integration of sensor data is presented, which addresses the problem of storing large quantities of 
sensor data as well as the expense of sensor networks [5].  
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Figure 2: IoT Layers 

 
Cloud computing technology enables access to a wide variety of cloud-based services, such 

as Infrastructure as a Service (IaaS), which is used to access the processes of networking, storage, 
and computing. This access is made possible with the assistance of virtualized information 
technology resources. Leased cloud infrastructure is the basis for this model's provision of services, 
which are delivered by the OS environment that the user has chosen. Accessing software 
applications within a cloud setting is accomplished via the use of Software as a Service (SaaS), 
which eliminates the need for the user to make an initial investment in the form of servers or 
software licenses and results in lower costs for the provider. Utilizing a platform as a service allows 
for the creation of applications, their installation, and the management of their execution on a cloud 
platform inside an appropriate software environment (PaaS) [6].  
 

2. Literature Review 

An overview of pertinent academic articles is included in this examination of the present 
body of research on "Efficient Secure IoT Devices and Wireless Sensors Network Framework 
Utilizing Cloud." These devices continue to be among the most economical options for a range of 
frequently used applications. The variety of devices that may be connected to the Internet is 
continuously growing [7]. The degree of security provided by the different cloud models, and the 
finding that in all three models, the safety of data is reliant on the availability of a reliable and safe 
network as well as a secure web browser It has been shown that the degree of security in the clouds 
changes depending on the threats and vulnerabilities present. a range of techniques for gathering 
and storing information regarding a subject's energy efficiency that is both effective and energy-
efficient. the issues with communication standards, secrecy, authentication, data security, network 
security, intrusion detection systems, and the continuing lack of such standards. Regardless of the 
system being used, proper solutions must be devised and implemented to guarantee the safety, 
access control, privacy, and performance of individuals, objects, and devices. adherence to specific 
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recommendations for protecting sensitive data and information Despite the many efforts put 
forward in this direction, several challenges and research problems still exist [8]. 

The author specifically claims that there are still not enough procedures and a 
comprehensive plan in place to guarantee the security of the Internet of Things (IoT). The author 
proceeds by giving an outline of current global endeavors being carried out in this area. He 
emphasizes that the main goals of these initiatives are to create and develop specific apps that use 
the Internet of Things. The use of IoT technologies and communications into protected 
middleware, which may satisfy specific security requirements, is another issue that the study is 
interested in solving [9]. Present a cloud computing study that considers and addresses the security 
issues with both technologies and the Internet of Things. They particularly mix the two 
technologies—cloud computing and the Internet of Things—to investigate their common 
characteristics and determine the advantages of merging them. They demonstrate numerous ways 
that employing cloud computing might help to reduce the difficulties involved with integrating 
IoT. To further explore the theoretical application design and the integration of IoT and Cloud 
Computing with the benefits of greater security, the two encryption techniques used (AES and 
RSA) are further examined [10]. 

In cases where there are strong Spatio-temporal correlations between various sensor data, 
coding and classification of the sensor data category of IoT nodes are advised as a way to reduce 
network traffic. A Linux file system was used as the research's platform for an empirical study of 
the effectiveness of sensor systems for data storage; the study's findings depend on the number of 
data sources used. The authors conclude that sensor storage systems may be built using a log 
system with less of an emphasis on the required hardware resources [11]. a thorough analysis of 
current trends in the business of processing and storing sensory data. There is a tendency when 
preserving data to not throw anything away, to save all received data in the hope that either present 
technologies or future technologies will be employed to allow the analysis of all collected data. 
The authors believe that having a secure location to store data, as well as a reliable method of 
retrieving it when needed, are both essential. a knowledge-based method for discovering network 
intrusions to locate many risks in various network setups. The goal was to create an autonomous 
detection model that relied on the WSN network's structure. The suggested method was based on 
the hypothesis that the density of distinct attack types may vary. Network traffic data was acquired 
by the authors and used as a feature of random network behavior in the feature space [12]. The 
density shape may be seen as an indicator of either healthy or unhealthy activity inside the network. 
The technique seems to have the necessary detection accuracy and high compatibility with the 
network topology, according to simulation results from attacks like sinkholes, floods, or denial-
of-service (DoS) attacks [13]. 

It has been shown that several machine learning techniques, including neural networks, 
may be used to identify high-precision Distributed Denial of Service (DDoS) attacks in the Internet 
of Things (IoT) data by leveraging IoT network behavior to detect feature assaults. The results 
suggest that major gateways or other central network boxes will probably be able to classify local 
IoT DDoS attack sources on their own, utilizing inexpensive machine learning techniques and a 
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separate flow-based traffic-based data protocol [14]. For IoT consumer devices, DoS detection 
uses machine learning at the packet level to distinguish between legitimate network traffic and 
traffic brought on by DoS attacks. They used a small set of features to reduce the amount of 
processing overhead, which is essential for the real-time identification and deployment of the 
middlebox. They based their decision on the idea that clients of Internet of Things apps have 
different network traffic patterns than clients of well-known networked devices that do not use the 
Internet of Things. These early findings motivate further study on machine learning-based anomaly 
detection to protect IoT devices [15]. 

The important personal files are created especially for each user, as well as intrusion 
detection systems (IDS) for mobile devices, to create an effective IDS that may foil an attack. They 
can spot abnormalities with a high degree of precision. Additionally, for each technique used in 
mobile phone IDs, they accumulated several useful indicators. Their main focus was on creating 
IDSs that could be used to analyze the data set as a whole and specifically for anomalies. the 
problem, which has attacked both physical and virtual sensor nodes with well-known 
characteristics. The main issue is that the cloud computing environment is open to a wide range of 
attacks. The biggest challenge was reducing the amount of storage required for the virtual sensor 
service nodes while keeping the actual sensor node's degree of energy consistency. The sensor 
cloud is attackable due to the characteristics of both real and virtual sensor nodes. A reduction in 
the number of false alerts and a periodic recurrence are two ways that this vulnerability shows 
itself. As a consequence, the intrusion detection system, which has been constructed across 
physical and virtual sensor nodes, may draw its conclusions and convey them to gateway nodes. 
Additionally, it reduced the labor required to maintain energy constancy and run the intrusion 
detection system, which prompted the creation of an evolutionary stable technique [16]. 

3. Internet of Things 

internet-connected devices The expanding use of devices that have limited memory and storage 
capacity poses a threat to the applications that run on the internet of things (IoT). This is a result 
of the fact that attackers exploiting this inadequate IoT device capability may be able to get into 
connected Internet of Things apps. Before we can fully understand the security problems that are 
involved with the Internet of Things, we need to first have a handle on how it works. some of the 
Internet of Things network technologies Short-range devices, often known as SRDs, are radio 
frequency transmitters that are used for information transfer. They have a comparatively low risk 
of interfering unfavorably with the operation of other radio equipment. SRDs are low-power 
transmitters; depending on the frequency band, their effective radiated power (ERP) is often 
regulated to 25 to 100 megawatts or less. This restricts the practical range of SRDs to a few 
hundred meters and does not need user authorization. In the framework of the Internet of Things 
(IoT), the SRD known as radio frequency identification (RFID) is put to significant use. Because 
of this technology, circuit boards with radio frequency designs for use in wireless connections can 
transmit and receive data. Putting a tag on an object allows for its automated identification. 
The data is sent by radio waves using Bluetooth, which enables connections to be made between 
two or more devices. This method is considered a wireless strategy for short ranges. Additionally, 
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Bluetooth Low Energy (BLE) protocols are well suited for the Internet of Things (IoT) because 
they were developed and refined for use over short distances with low bandwidth and latency. This 
makes them a perfect candidate for the IoT. Because it uses so little power, Zigbee is finding 
widespread use in today's smart homes. Because it has a limited range, it is often used in mesh 
networks, which are networks in which data are sent from one device to another until they reach 
their destination. Wi-Fi, which stands for "Wireless Fidelity," is a standard for wireless 
communication that is widely used. In comparison to Bluetooth or RFID, it is capable of delivering 
very high data rates across a far larger range. Depending on the frequency, there will be differences 
in the power level, as well as the range and speed. Every Internet of Things device has at least 
three distinct levels, which include the network layer, the data processing layer, and the device 
layer. In addition, several applications include a fourth layer that performs the functions of a sensor 
like those of a camera. Each layer has a unique set of components and capabilities. Because of the 
one-of-a-kind technology required for each of these vocations, they are not interchangeable. The 
Internet of Things (IoT) is structured in layers, with the first layer consisting of specialized 
applications like middleware and cloud computing infrastructure. The second layer contains data 
processing components including central processing units and graphics processing units, among 
other similar components. The majority of their applications include data collecting and 
processing, as well as object control. In the third tier, you could discover networks that have access 
control, as well as firewalls and gates. This level of service also includes the use of technology 
such as Wi-Fi, 5G networks, and ad hoc networks. When it comes to different types of network 
connectivity, several technologies are used. The sensing layer is where the technology that is 
necessary to capture data from the environment, such as photographs, sounds, positions, and many 
other forms of gathered data, is finally included. The data are then sent to the processing unit 
through the network layer in the succeeding step 
. 

Figure 3: IoT devices forecasting 
IoT-Connected Devices 

2015 3 
2016 4 
2017 6 
2018 8 
2019 9 
2020 10 
2021 11 
2022 12 
2023 15.5 
2024 18 
2025 21.5 

 
Graph 1: IoT devices forecasting 2015 - 2025 



 
 
 

10310 
 

Ann. For. Res. 65(1): 10302-10314, 2022 
ISSN: 18448135, 20652445 

ANNALS OF FOREST RESEARCH 
https://www.e-afr.org/ 

© ICAS 2022 

 
 

4. Cloud computing 

The phrase "cloud computing" has been assigned several different formal interpretations, both in 
academic circles and in the corporate world. The National Institute of Standards and Technology 
(NIST) provided one that is well-known and widely accepted, which states that "cloud computing 
is a model for enabling convenient, on-demand network access to a shared pool of configurable 
computing resources that can be rapidly provisioned and released with minimal management effort 
or service provider interaction." This definition is generally recognized as being accurate. To put 
it another way, the term "cloud computing" may be used to refer to either a platform or a specific 
kind of software application. On a cloud computing architecture, rather than using local servers to 
acquire and handle data from applications, data is gathered from distant servers that are 
dynamically provided and (re)configured to match the needs that are already in place. If we take a 
look at a solar or wind farm as an example, the information regarding the weather that is acquired 
by a WSN may be examined along with the information about the grid to improve the operation 
of the plant and better satisfy the power demand. The term "cloud computing" may also be used 
to refer to computer software applications that provide remote access over the internet. These cloud 
applications, which are quite similar to the web apps and online services that we use daily, can 
make use of large data centers and powerful processors. 
 

5. Security trends in the Internet of Things 

As can be seen from the previous sections, the Internet of Things is not restricted by a limited 
supply of resources. As a consequence of the incorporation of up-and-coming technologies such 
as 5G, blockchain, quantum computing, and edge computing, the operational perspective of the 
internet of things (IoT) has broadened. how each newly developed technology influences the 
functioning of the Internet of Things and what kind of practical ramifications it brings forth. This 
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unsteady setting is constructed of a variety of different physical items, such as sensor nodes, 
actuators, gateways, switches, and other embedded system components. The Internet of Things is 
not restricted to the notions of networking; rather, the Internet of Things is heavily influenced by 
the engineering of smart devices, which forms the basis of the whole concept. Self-configuring 
hardware that makes use of the M2M communication paradigm is the most recent innovation to 
come out of the Internet of Things (IoT). This system provides the nodes with the intelligence they 
need to make choices for themselves regardless of the context, and it does so by using algorithms 
and other supporting technologies. When establishing the network for a particular location is 
challenging and there is little to no aid from broken nodes, it is beneficial during rescue operations 
and other emergency scenarios. However, excessive reliance on technology makes it susceptible 
to assault. In this day and age, in particular, attackers will utilize insufficient authentication, 
unpatched firmware, and weak internet credentials as a means of establishing their legitimacy. 

Table 1: Security models concerning security requirements 

Technique   
Confidenti
ality  

Integr
ity  

Availabi
lity  

Tru
st  

Authenti
city 

1 Data encryption method       ✓ ✓ 

2 
Fuzzy-logic-based algorithmic 
method ✓     ✓   

3 
A multi-level data encryption 
method ✓ ✓       

4 Mathematical evaluation method     ✓ ✓   

5 
Blockchain-based authentication 
method         ✓ 

6 
The cryptographic-based data 
encryption method   ✓     ✓ 

7 Socket programming ✓ ✓     ✓ 

 
6. Securely Connecting IoT Devices to the Cloud 

Even the most pessimistic forecasts indicate that there are currently tens of billions of internet 
of things (IoT) devices connected to cloud services. Security concerns are often cited as the key 
obstacles to the deployment of IoT, particularly in the industrial sector. As a direct consequence 
of this, progress has lagged behind predictions from only a few short years ago, and this has caused 
a significant gap in the market. Endpoints of the Internet of Things, also known as gadgets, are 
often considered to be located at the "edge" of a network. To connect them safely to one or more 
servers hosting applications, whether such servers are located on-premises or in the cloud, it is 
necessary to fulfill the following two basic requirements: The identity of those sending and 
receiving data has to be established beyond a shadow of a doubt. Therefore, to function properly, 
every microcontroller and application-specific integrated circuit (ASIC) that is used to power an 
Internet of Things device has to have a unique identity that cannot be altered and cannot be faked.  
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The messages have to be sent in such a way that only their intended recipients can comprehend 
them. Additionally, the messages must be protected from being read or damaged by any device 
that attempts to interfere with the data while it is in transit. This is achieved via the use of 
cryptography, which requires the transmission of data in the form of cryptographic keys and 
authentication certificates. This is done to protect the confidentiality of the data. Cryptography is 
a difficult area with its unique language, and only a small percentage of embedded design engineers 
are knowledgeable in it. Therefore, there needs to be an easy way to guarantee that Internet of 
Things devices is secure, as well as an easy way to connect them to server-based applications in a 
secure manner, for security concerns not to be a barrier to the adoption of IoT in industrial 
applications. This is necessary if security is not going to be a barrier to the adoption of IoT in 
industrial applications. In addition, the management of the devices' security must continue 
throughout their lifetimes. The constituent parts of a trustworthy architecture for the Internet of 
Things, as well as the actions that need to be performed to build on.  

7. Conclusions 

The capability of wireless sensor networks (WSNs) to connect any device opens up new 
research avenues. Utilizing cloud computing services, communicating measurement results, and 
having access to powerful and cost-effective smart devices are three ways that information 
management may be enhanced. It showed that the technique was beneficial in terms of selecting 
the essential components to decrease the amount of time required for training and testing in half. 
In this investigation, the ideas of cloud computing and wireless sensor networks, as well as their 
respective applications, are taken into consideration. A synopsis of the architectural development 
of the wireless sensor network was supplied by us. The use of cloud computing to increase the 
availability and reliability of wireless sensor networks is analyzed with an emphasis on its use in 
the context of this study. The proposed system is constructed on ideas that have been investigated 
in great detail and are backed by a variety of different technologies. The Internet of Things (IoT) 
is a collection of internet-connected devices, the majority of which are sensors that collect and 
send data about their immediate surroundings to a cloud environment for processing. 
Unfortunately, the aforementioned paradigm has several flaws because their technologies are out 
in the open in the natural environment. 

This article takes a look at the challenges and issues about network security that cloud-based, 
Internet of Things-enabled sensor networks faces. It is impossible to overestimate the significance 
of this integrated paradigm in providing solutions to a wide variety of problems that occur in the 
actual world. This research brought to light the most recent advancements in the field of IoT 
network security by focusing on the newly presented models, protocols, and encryption approaches 
involved in protecting the IoT network. Studies of existing research models have shown that the 
majority of security solutions involve the utilization of a variety of encryption strategies. These 
strategies have been demonstrated to be effective in securing communication channel attack 
surfaces in IoT while simultaneously encouraging reduced energy consumption. Since we were 
able to identify the numerous security challenges that the Cloud-integrated, IoT-enabled sensor 
network environment faces as well as potential solutions that have been offered in recent literature, 
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we conclude that our study has become more important in recent years. This is the conclusion that 
we draw from the findings of our research. As the security of the combination of these two key 
technologies becomes an increasingly pressing concern, more effective solutions may be proposed 
in the future to mitigate the threats to information security. The security flaws that were 
investigated in this study might provide suggestions for improvements to existing solutions. 
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